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LOI CAM DOAN

Sau qua trinh hoc tap tai Truong Pai hoc cong nghé thong tin & truyén
thdng, véi nhitng kién thirc 1y thuyét va thuc hanh da tich liiy dugc, véi viée van
dung cac kién thtc vao thuc té, em d3 tu nghién ctru cac tai li¢u, cac cong trinh
nghién ctru, dong thoi ¢6 sy phén tich, tong hop, dtc két va phat trién dé hoan thanh
luan van thac si cua minh.

Em xin cam doan luan van nay la cong trinh do ban than em ty tim hiéu,

nghién ctru va hoan thanh duéi sy hudng din cua thay gido TS. Vit Vinh Quang.

Thai Nguyén, thang 12 nam 2016

Hoc vién

Lé Thu Hwong



LOI CAM ON

Trong thoi gian hai nim cta chuwong trinh dao tao thac sy, trong d6 gan mot
nua thoi gian danh cho cdc mon hoc, thoi gian con lai danh cho viée Iva chon dé tai,
gido vién hudéng dan, tap trung vao nghién ctru, viét, chinh stra va hoan thién luin
van. Vo1 quy thoi gian nhu vay va voi vi tri cong viéc dang phai ddm nhan, khong
riéng ban than em ma hau hét cac sinh vién cao hoc mudn hoan thanh tot luan van
ctia minh trudc hét déu phai co sy sap xép thoi gian hop 1y, c¢6 su tap trung hoc tap
va nghién ctru véi tinh than nghiém tic, nd lyc hét minh; tiép dén can c6 su tng ho
vé tinh than, su gitp d& vé chuyén mon mot trong nhitng diéu kién khong thé thiéu
quyét dinh dén viéc thanh cong cia luan vin.

Pé hoan thanh duoc luan vin ndy trude tién em xin giri 101 cam on dén thay
gido huéng dan TS. Vii Vinh Quang, ngudi da co nhing dinh hudng cho em vé ndi
dung va hudng phét trién cta dé tai, nguoi da c6 nhitng dong gép quy bau cho em
vé nhitng van dé chuyén mon cta ludn vin, giap em thao g& kip thoi nhitng vudng
mic trong qua trinh 1am ludn van.

Em ciing xin cdm on céc thiy cb gido Truong Pai hoc Cong nghé thong tin
va Truyén théng di c6 nhitng ¥ kién dong gdp bd sung cho dé tai luan vin cua em.

Em xin hira s& ¢6 ging hon nira, tir trau doi ban than, tich cuc ning cao ning
luc chuyén mén ctia minh dé sau khi hoan thanh luan vin nay s& c6 hudng tap trung
nghién ciru sau hon, khong ngimg hoan thién hon nita luan vin ctia minh dé c6
nhiing tmg dung thuc tién cao trong thuc té.

Thai Nguyén, thang 12 nam 2016

Hoc vién

Lé Thu Huong
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DANH MUC CAC CHU VIET TAT

OTP One Time Password

DES Data Encrypt Standar

RSA R.Rivest A.Shamir L.Adleman
MHK Merkle -Hellman Knapsack

SHA Secure Hash Algorithm



Hinh 1:
Hinh 2:
Hinh 3:
Hinh 4:
Hinh 5:
Hinh 6:
Hinh 7:
Hinh 8:
Hinh 9:

Hinh 10:
Hinh 11:
Hinh 12:
Hinh 13:
Hinh 14:
Hinh 15:
Hinh 16:
Hinh 17:
Hinh 18:
Hinh 19:
Hinh 20:
Hinh 21:
Hinh 22:
Hinh 23:
Hinh 24:
Hinh 25:
Hinh 26:
Hinh 27:
Hinh 28:
Hinh 29:
Hinh 30:
Hinh 31:
Hinh 32:

Vi

DANH MUC HINH VE
M3 hoa v6i khoa ma va khod giai giéng nhau...........c.coevveeveeerierenn. 6
Minh hoa X4C thue MAL KNAU ....c.oveveeeeeeeeeeeeeeeeeee e, 15
Minh hoa dang nhap MOt AN .......c.ovivieeeieeeeeeeeeeeeeee s 16
Mo hinh dang nhap duy nhat SSO........covvveeeeeeeeeeeeeeeeee e 26
Co ché hoat d0ng clia 0PENSSO .......evveeieeeeeeeeeeeeeee e 30
Nguoi dung truy cap vao ung dung khi ... 32
Nguoi dung truy cap ung dung ma chua........cccoceevciiiiieiicnec e, 32
S0 d0 PhAN 1021 hAM DAM ... 34
CAU tric tong qUAL Cla ham DAM ..........cvevieeeeieeeeeee s 35
Mo hinh sinh ma OTP theo thoi glan ..........ccovviiiiiiiiiics 39
Thiét bi sinh OTP = OTP TOKEN «..vviveeeeeeeeeeeee e 40
Ung dung Mobile OTP - 1OS ......c.coocuirerieercreeeeeeseeeee s, 40
Ung dung Mobile OTP - Window Phone 8...........ccccccvvevereercunnnnnn, 42
M0 hinh xac thue nguoi dung dua trén giao thirc ..., 44
Thé mat khau OTP v6i mat khau in sin ciia VinaGame .................... 45
Chuyén giao OTP bang tin nhan SMS ........c.ccceerrerrrerersrerreererieneenens 46
Minh hoa th EMV ... 48
Minh hoa thiét bi E-TOKEN .c.ovveeeeeeeeeeee et eeeeeeeee e 49
Mo hinh két ndi SSL VPN dén Vigor2950 c6 dién thoai................... 49
Cai dat phan mém sinh OTP trén iPhone véi Vigor2950................... 51
Mo hinh nhén OTP qua gmail ..........cceviiiiiiii s 53
Hudng dan cai dit tng dung Mobile OTP .......covvvvveveveeeeceeecveenane 54
Hudng dan dang nhap va kich hoat dich VU .....ccvvevevevceececcce, 54
Huéng dan st dung Mobile OTP dé xac thuc giao dich .................... 55
Hudng din chirc nang dong b OTP .......c.ccovvevveeeeeeereeiereneeinenn, 55
Hudng dan cAp 1ai mat KhAU...........covvivieeeeeeieeeeeeeeeee e 56
Hudng dan ddi mat KDAU .........c.ooeveeeeeeeieeeeeeeeeeeee e 56
Nguoi dung dang nhap vao hé thdng........c..cc.ceveeveevveeevevereeieeieeieeans 56
Ngudi dung nhap thong tin chuyén Khoan ...........cccoceveevevevcvcenenns 56
Ngudi ding chap nhan chuyén Khoan ............cc.ccecuveeevevereerreenieeenns 56
Ngudi ding chuyén khoan thanh cONG............covveevrreereererererieeieeens 56

MO ta lich st gia0 diCh ......ooiviiiiiiiii 56



MO PAU

Trong ki thuit bao mat thong tin, mat khau (password) duogc sir dung rong rii
trong qua trinh diang nhap (log-on) dé xac thuc ngudi dung khi truy nhip vao cac hé
théng may tinh va mang, cac phan mém tng dung trén may tinh c& nhan, may chu
cong ty va ca website cua cac to chire tai chinh, ngan hang. Phuong phap phd thong
thuong hay dung nhit dé xac thuc ngudi dung chi 1a mét khau (tén ding nhéip
username - password). Tuy nhién, hau hét cac chuyén gia bao mat déu danh gia 1a
viéc sir dung password khong con an toan trude cac thi doan tan cong tinh vi hién
nay. Mat khau c6 thé bi nghe 1én, bi danh cép, hodc bi pha ma. Mot trong nhirng
huéng nghién ciru dé ting cudng d6 an toan ciia hé thong 1a mat khau sir dung mot
lan OTP (One Time Password). Pay 1 phuong phap duoc gidi thiéu dé ting cudng
dd an toan trong qua trinh xac thuc nguot dung, xac thuc cac giao dich, dac bi¢t 1a
cac giao dich thanh toan truc tuyén trong cac hé thong ngan hang dang duoc st
dung phd bién hién nay.

Dé tai "Nghién citu vin dé xdc thuc giao dich ngdn hang truc tuyén sir dung
mat khau dang OTP" duogc lya chon v41 muc dich nghién ctu sau vé mat khau st
dung mot 14n, cac phuong phap sinh va tao mat khau sir dung mot 1an va tng dung
trong viéc xac thuc cac giao dich ngan hang, cai dat thu nghiém tng dung mat khéu
stt dung mot 1an dé nang cao an toan cho xac thuc cac giao dich ngan hang truc
tuyén. Muc dich ciia luin vin

Tim hiéu nghién ctru sdu vé mat khau sit dung mot 1an, cac phuong phap
sinh va tao mat khau st dung mot lan va ung dung trong xac thuc giao dich ngan
hang truc tuyén.

Poi twong va pham vi nghién ciru

Luén van tim hiéu nghién ciu vé ly thuyét mat ma, cac thuat toan ma hoa co
ban, 1y thuyét vé ham bam va thuat toan ma hoa SHA-1, 1y thuyét vé OTP va van dé
xéc thue cac giao dich ngan hang truc tuyén. Xay dung hé théng xac thuc cac giao
dich ngan hang bang mat khau sir dung 1 1an OTP trén ngdn ngit Java.

CAu trlc cua luan vin gom c6

Phan mé dau: Néu 1y do chon dé tai va hudng nghién ciru chinh

Chuong 1: Céc kién thic co ban vé 1y thuyét bao mat thong tin, mot sb thuat

toan ma hoa co ban, khai ni€ém vé mat khau va ing dung.



Chuong 2: Gi6i thiéu tong quan vé mat khdu OTP, cac ting dung co ban, cac
phuong phap sinh mat khau OTP, cac phwong phap chuyén giao
Chuwong 3: Xay dung chuong trinh itng dung xac thuc trong giao dich truc

tuyén tai cac ngan hang Viét Nam dua trén mat khau OTP



